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Cyber Boutigue Company

DeepCyber is a "cyber boutique company" which was founded in
late 2016 and took off in February 2017. Driven by an idea
shared by 3 partners with experience in the Cyber sector, it is
coordinated by CEO Gerardo Costabile.

The primary purpose of the founders was to create a company
that was somehow unique, exploiting the team's diverse
experience mix to sustain an imaginative managerial,
international and independent approach endowed with
profound technical, solution-driven and pragmatic expertise.

DeepCyber helps its clients to enhance the effectiveness of their
Cyber threat defence systems according to an intelligence-
driven paradigm.

The DeepCyber expert team, supports its customers in a process
of development of their in-house proactive detection &
response capabilities to enhance their Cyber Threat Intelligence,
Protection (intended as an evolution of security to protect
tangible and intangible assets) and Anti-fraud strategies.
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Innovation

DeepCyber supports its customers in‘an innovative way,
offering an approache based on Maturity Model and using
Data Fusion processes, selecting state-of-the-art
technologies to implement Cyber Threat Intelligence, Cyber
Defence and Antifraud protection.

Across-the-Board

DeepCyber supports customers by offering the highest
level of effective and powerful protection. To this end,
protection is not simply modelled as a shield deployed to
protect against "attacks". Itis implemented in a fully
comprehensive manner "across-the-board" with defences
activated at all levels and from all angles.

Productivity

Elegance

DeepCyber believes that style playes an intrinsic role in
protecting tangible and intangible assets.

Elegance is also style, self-restraint without exhibitionism
or narcissism. And this also means discretion and
substance.

Protection

DeepCyber applies best practices to support its customers
in identifying and protecting themselves against cyber
threats from various sources. The goal of DeepCyber is to
offer the best protection possible by sharing its "agnostic"
approach with their clients, thus ensuring maximum
effectiveness. DeepCyber prefers to use the word
"Protection” rather than the word "Security".

DeepCyber supports its customers proactively through the use of innovative "Cyber Threat Intelligence" platforms and
"Diversified Information Sources" (feeds), capable of identifying current and future threats. The protection of assets from
cyber threats and fraud must be proactive and intelligence-driven.
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Mission
We coined the slogan "New Threats Evolve,
Ready To Go Deep" to mark DeepCyber's launch
and it accurately projects our identity. We are
accustomed to a superficial image of IT and

computer networks, but myriad rogue

technologies and threats lurk beneath that

surface.

DeepCyber's mission is to create and generate
value for companies, not just with the mere
identification of cyber threats from the surface,
deep and dark webs, but by accompanying the
customer in the management of threats, with a
modus operandi that is design and protection
oriented, also exploiting its network of
international partnerships based in different
countries such as the USA, China, Russia, Israel
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OUR SERVICES

Our three key action areas are:
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Custom Cyber Threat
Monitoring Services

Cyber Threat Intelligence
Feed & Platform

Cyber Threat Report

Cyber Threat Hunting

Bitcoin Intelligence

A service offering customised monitoring on the main
threats from the surface, deep and dark webs based on
customer reputation levels.

Support service for the acquisition and use of Cyber Threat
Intelligence feeds and platforms.

Reporting service on a monthly or quarterly basis on the
main threats on the surface, deep and dark webs.

A customer support service which deploys a specialised
Cyber Threat Hunting team to improve the integration of
Cyber Threats with the SOC. Support for the continuous
management of Intelligence information, through
validation and periodic reporting of actual threats.

Monthly support and reporting related to money transfers
from bank accounts to Wallets and Exchange Platforms
using Cryptocurrencies (Bitcoin, Litecoin, Ethereum).
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Data Protection Assessment Service, Data Breach
Investigation - Risk & Vulnerability Analysis, DPIA, and
support for GDPR regulatory compliance

Data Protection

A service for the collection, identification and analysis of
information from various sources on the web and the deep
& dark webs, to determine if a site is hostile or fake. Report
generation. Monitoring and recommendations

Brand Protection
Intelligence

Forensic IT and _ . _ _
A data analysis service which uses forensic meths and

Incident Response provides Incident Response support

A service for the research and analysis of third party
entities in matters of regulatory compliance e.g. anti-
corruption, AML, digital risk and business risk

Reputation Intelligence

Data Encryption Distributor of encrypted devices (with Pins or Biometrics)
providing data protection in GDPR contexts

Attack and Phishing AdvahFed -training services for the prevention, |
identification and management of Cyber threats and Anti-
Fraud, trought latest-generation "simulators" of cyber
attacks or supervised phishing campaigns

Simulator
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Anti-Fraud System

Fraud Risk Management

Artificial Intelligence
& Machine Learning

A support service for the acquisition of anti-fraud platforms

Planning and implementation of the Enterprise Risk and

Integrated Control Analytics (ERICA) system

Design service for algorithms and anti-fraud systems
through the use of Al/Machine Learning technologies
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Offices and Partnerships

THE
NETHERLANDS

B

artnerships

Headquarters

Rome - Milan
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